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mapping bitmap, wherein the mapping bitmap is used to
indicate whether the data stored in a local storage address is
dumped to said security storage device; transmitting the
modified reading instruction to a hardware layer. An appara-
tus for data security reading includes a receiving unit, an
instruction analyzing unit, an instruction modifying unit and
a transmitting unit. The Trojan horse or malicious tools can-
not store or transmit the acquired information even if the
secret information has been obtained, so that the data always
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METHOD AND APPARATUS FOR DATA
SECURITY READING

FIELD OF THE DISCLOSURE

The present disclosure is related to the field of data secu-
rity, and more particularly, to a method and device for data
security reading.

BACKGROUND OF THE DISCLOSURE

Existing electronic information security field have three
sub-fields including the system security, data security and
device security.

In the field of the data security, there are nowadays three
techniques to keep data safe: (1) data content security tech-
nique, including data encryption-decryption technique and
end-to-end data encryption technique, which is used to guar-
antee that data content is not accessed illegally during the
storage and transmission process; (2) data security transfer
technique including techniques to prevent unauthorized
copying, printing or other output action, which is used to
guarantee that data content is safe during the use and trans-
mission process; (3) network isolation technique, which
includes techniques such as network physical isolation and
setting up network security barrier.

However, since the above techniques are not capable of
fully addressing the problems such as computer OS kernel
viruses, Trojan horses, operating system loophole or vulner-
ability, system back door and divulging secrets, malicious
codes may exist on a computing device like a computer.
According to analysis from AV-Test lab, total effective detec-
tion rate for hazardous behavior in computers is 50% at most.
Once malicious codes enter a terminal system, the above
encryption technique, anti-copy technique and network
blocking technique are of no help or ineffective. Further,
existing hacker techniques can penetrate or break above secu-
rity techniques and implant malicious codes using operating
system loophole and system back door, and steal user data by
the malicious code. And the above techniques cannot prevent
secret-related personnel from divulging secrets actively or
passively, for example, an employee can use portable storage
equipment to download information or data from an internal
network or a terminal to cause a secret leak.

As illustrated in FIG. 1, there shows a schematic diagram
of an existing computer terminal system which includes a
user interface layer 101, an application layer 102, an operat-
ing system (OS) kernel layer 103, a hardware mapping layer
104 and a hardware layer 105. Users of such terminal system
operate the computer terminal system and have graphical or
non-graphical feedback through the user interface of user
interface layer 101. Taking the operation of saving data as an
example:

(1) the user selects the function of “save” on the user

interface provided by an application program;

(2) application layer 102 invokes or calls the corresponding
code, which transforms the “save” instruction into one
or more interface functions provided by the operating
system, that is to say, the “save” operation becomes a
call to a series of interface functions provided by the
operating system;

(3) the OS kernel layer 103 receives the above call to the
interface functions of operating system, and transforms
each of the interface functions of operating system to
one or more interface functions provided by the hard-
ware mapping layer 104, that is to say, the “save” opera-
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tion becomes a call to a series of interface functions
provided by the hardware mapping layer 104;

(4) each of the interface functions provided by the hard-
ware mapping layer 104 is transformed into one or more
hardware instruction calls in the hardware mapping
layer 104;

(5) hardware of the hardware layer 105 such as CPU
receives the hardware instruction calls and executes
hardware instructions.

When the above computer terminal is invaded by malicious
codes, the malicious codes can access data in the system; after
stealing data, the behavior pattern of malicious codes
includes (1) storage action: to save the target data to certain
storage location; and (2) transmission action: to transmit
directly the stolen data or target data to a specified destination
address through internet. In addition, the behavior pattern of
divulging secrets by secret-related personnel who use the
above computing device or information equipment includes:
(1) divulging secrets actively: secret-related personnel get
confidential information directly by ways like active copy,
using malicious tools to penetrate security system, implant
Trojan horses etc.; (2) divulging secrets passively: computers
or storage mediums used by secret-related personnel are
improperly used or lost which causes secrets leaks, e.g., the
secret leaks caused by a secret-related device being connected
directly to the Internet.

Therefore, a computer terminal system applying the above
data security techniques in computer terminal system still
faces the following problems: (1) anti-copy technique based
on equipment filtering cannot prevent the confidential infor-
mation at the terminals from being illegally stored; (2) tech-
niques based on network filtering cannot guarantee that con-
fidential information is fully under control; (3) secret-related
personnel divulge secrets through malicious codes or tools;
and (4) secret-related personnel divulge secrets because
secret-related devices or storage mediums are lost.

In conclusion, there is a need for a method which can
guarantee data security even after a terminal system is
invaded by a malicious code.

SUMMARY

The present disclosure provides a method to guarantee the
data security after a terminal system is invaded by malicious
codes, so as to improve the data security.

According to an aspect of the present disclosure, there is
provided a data security reading method, comprising: receiv-
ing a hardware instruction; analyzing the hardware instruc-
tion, if the hardware instruction is a read instruction, acquir-
ing a source address of the read instruction; looking up in a
bitmap, and modifying the source address of the read instruc-
tion according to the data of the bitmap; the bitmap being used
to represent whether or not data of a local storage address is
stored or dumped onto a security device; and sending the
modified read instruction to a hardware layer.

Optionally, the hardware instruction comes from a hard-
ware mapping layer.

Optionally, if the hardware instruction is not a read instruc-
tion or the source address is an address of the security device,
sending the received hardware instruction to a hardware layer
directly.

Optionally, before receiving a hardware instruction, the
method further includes: establishing communication
between a computer terminal system and the security device;
and synchronizing a second bitmap on the security device to
the computer terminal system saving as a bitmap.
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Optionally, the security device is a remote storage device,
which is shared by a plurality of computer terminal systems.

Further, according to another aspect of the present disclo-
sure, there is provided a data security reading device, com-
prising: a receiving unit, being adapted to receive a hardware
instruction; an instruction analysis unit, being adapted to
analyze the hardware instruction and to determine if the hard-
ware instruction is a read instruction; and if the hardware
instruction is a read instruction, instruction analysis unit
being also adapted to acquire the source address of the read
instruction and determine if the source address is an address
on a security device; an instruction modification unit, being
adapted to look up in a bitmap and to modify the source
address of the read instruction according to the data of the
bitmap; the bitmap being used to represent whether or not
data of a local storage address is stored or dumped onto the
security device; and a transmitting unit, being adapted to send
the modified read instruction to a hardware layer.

Optionally, the hardware instruction comes from a hard-
ware mapping layer.

Optionally, the data security reading device further com-
prises: a synchronization unit, being adapted to establish
communication between a computer terminal system and the
security device, and to synchronize the bitmap between the
computer terminal system and the security device.

Optionally, the security device is a remote storage device,
which is shared by a plurality of computer terminal systems.

Further, according to still another aspect of the present
disclosure, there is provided a computer program product,
including a computer readable medium storing a computer
program for causing a computer to execute instructions
according to any one of the above data security reading
method.

Compared with the conventional art, the method and
device has the following advantages:

1. together with the method for data security storage, the
method for data security reading guarantees that all data are in
security zone under control, and the dumped data may be
accessed or read; and since no confidential information or
data is saved locally, secret-related personnel is prevented
from divulging secrets actively or passively;

2. when the security device is a remote storage device, it
may be shared by multiple terminals, which improves space
utilization of the security device.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic view showing a conventional com-
puter terminal system which includes software and hardware
layers;

FIG. 2 is a flowchart of a runtime instruction recombina-
tion method provided in a first embodiment of the present
disclosure;

FIG. 3 is a schematic view showing an instruction recom-
bination process and a recombined instruction segment in the
first embodiment of the present disclosure;

FIG. 4 is a flowchart of a runtime instruction recombina-
tion method provided in a second embodiment of the present
disclosure;

FIG. 5 is a flowchart of a runtime instruction recombina-
tion method provided in a third embodiment of the present
disclosure;

FIG. 6 is a schematic view showing a runtime instruction
recombination device provided in a seventh embodiment of
the present disclosure;
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FIG. 7 is a schematic view showing a runtime instruction
recombination device provided in an eighth embodiment of
the present disclosure;

FIG. 8 is a schematic view showing an instruction recom-
bination unit of a runtime instruction recombination device
provided in a ninth embodiment of the present disclosure;

FIG. 9 is a schematic view showing an architect or layers of
a computer terminal system provided in a tenth embodiment
of the present disclosure;

FIG. 10 is a flowchart of a whole process for data dumping
provided in the tenth embodiment of the present disclosure;

FIG. 11 is a flowchart of an initialization process S1000 in
FIG. 10;

FIG. 12 is a schematic view showing a bitmap provided in
the tenth embodiment of the present disclosure;

FIG. 13 is a flowchart of a data security storage method
provided in the tenth embodiment of the present disclosure;

FIG. 14 is a flowchart of a data security reading method
provided in the tenth embodiment of the present disclosure;

FIG. 15 is a flowchart of a data security transmission
method provided in the eleventh embodiment of the present
disclosure;

FIG. 16 is a schematic view showing a network structure
provided in the eleventh embodiment of the present disclo-
sure;

FIG. 17 is a schematic view showing a data security storage
device provided in a twelfth embodiment of the present dis-
closure; and

FIG. 18 is a schematic view showing a data security read-
ing device provided in a thirteenth embodiment of the present
disclosure.

DETAILED DESCRIPTION OF THE
DISCLOSURE

In order to make those skilled in the art better understand
the spirit of the disclosure, embodiments according to the
disclosure will be illustrated in detail hereinafter in conjunc-
tion with drawings.

The following embodiments are only specific embodi-
ments of the disclosure which are used to make those skilled
in the art better understand the spirit of the disclosure, how-
ever, the scope of protection of the disclosure should not be
limited to the specific descriptions of the specific embodi-
ments, various modifications can be made to the specific
embodiments of the disclosure by those skilled in the art
without departing from the scope of spirit of the disclosure.

When a computer is running, a CPU address register keeps
the address of a next machine instruction that is to be
executed. To realize monitoring of runtime machine instruc-
tions, in some embodiments of the present disclosure, data of
this register is acquired, one or more machine instructions to
be executed are read according to the data of the register, and
the instruction segment to be scheduled which is composed of
the one or more machine instructions is modified, thus the
control right may be acquired before each machine instruc-
tion is executed and analysis of the following instructions
may be performed continuously. Further, in some embodi-
ments of the present disclosure, after the step of acquiring the
machine instruction segment to be scheduled, steps of pro-
cessing target instructions in the machine instruction segment
to be scheduled are performed, therefore, not only are the
runtime instructions recombined and monitored, but also tar-
get instructions are modified and updated.

According to a first embodiment of the present disclosure,
there is provided a runtime instruction recombination
method. As illustrated in FIG. 2, the method includes:
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S101, storing an instruction execution context;

S102, acquiring a machine instruction segment that is to be
scheduled; inserting a second control transfer instruction
before the last instruction of the acquired machine instruction
segment, the second control transfer instruction pointing atan
entry address of an instruction recombination platform,
which generates a recombined instruction segment with
address A"; and modifying the value of the address register
which is A to A"; and

S103, restoring the instruction execution context.

Specifically, before the step S101 is performed, the method
further includes a step to acquire the control right to run on
CPU. When CPU performs this method, the method firstly
stores the instruction execution context (i.e. step S101), that is
to say, it stores the result of the monitored instruction which
has just been executed. The CPU used in this embodiment is
a central processing unit of X86-architecture; it may also be
MIPS processor or processor of ARM architecture in other
embodiments of the present disclosure. And one of ordinary
skill in the art can appreciate that the CPU can be an instruc-
tion processing unit in computing devices of any other type.

In step S101, the step of the storing the instruction execu-
tion context includes: pushing register data that is related to
instruction execution onto a stack. In other embodiments of
the present disclosure, the instruction execution context can
also be stored at other default or specified places or with other
default or specified data structures.

In step S102, acquiring the machine instruction segment
that is to be scheduled includes:

S1021, reading an address of the machine instruction to be
scheduled from a CPU address register;

S1022, by using a control transfer instruction as the search
target, searching machine instructions corresponding to the
address of the machine instruction, until the first control
transfer instruction is found, the control transfer instruction
including JMP instruction and CALL instruction;

S1023, defining the first control transfer instruction and
machine instructions before the first control transfer instruc-
tion as a machine instruction segment to be scheduled; and
storing the machine instruction segment in the instruction
recombination platform or other storage locations that the
instruction recombination platform is able to access.

In other embodiments of the present disclosure, acquiring
the machine instruction segment that is to be scheduled can
also use non-control transfer instructions such as write
instruction or read instruction as search target, to divide
machine instructions into machine instruction segments. And
since it needs to guarantee that the instruction recombination
platform gets the control right of the CPU (i.e. the control
right to run on CPU) after a control transfer instruction in a
machine instruction segment is executed, control transfer
instructions needs to be used as a supplemental or secondary
search target, thereby resulting in machine instruction seg-
ments in smaller size.

Still in step S102, before inserting a second control transfer
instruction JP2, the method provided in this embodiment can
further include:

S1025, analyzing the machine instruction segment by
using an instruction set to identify the machine instruction
segment, in order to acquire a target machine instruction to be
processed; the instruction set can be X86, MIPS, or ARM
instruction set;

S1026, modifying the target machine instruction in a preset
way.

With the above steps, runtime instruction monitoring can
be realized, and other processes can be performed as well,
which will be further discussed in the following embodiment.
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Since the purpose of this embodiment is to realize the
runtime instruction recombination, steps S1025 and S1026
are not performed, and the following steps are directly per-
formed as follows: inserting a second control transfer instruc-
tion JP2 before the last instruction (which is a control transfer
instruction JP1) of the acquired machine instruction segment,
the second control transfer instruction JP2 pointing at the
entry address of the instruction recombination platform,
which generates a recombined instruction segment with
address A"; modifying the value A of the address register of
the stored instruction execution context to A". The instruction
recombination platform is the execution platform of the
instruction recombination method provided in this embodi-
ment.

Inserting JP2 is to rerun the instruction recombination plat-
form before JP1 when the CPU executes the machine instruc-
tion segment that is to be scheduled; then, the instruction
recombination platform continues to analyze the next
machine instruction segment to be scheduled, and repeats the
steps in the above method to finish the recombination for all
instructions. More details are to be discussed in the following
analysis of step S103.

In step S103, restoring the instruction execution context
includes: popping the register data related with the instruction
execution from the stack, wherein the destination address of
the control transfer instruction which is stored in the address
register has already been modified to A" which is the entry
address of the new machine instruction segment. After restor-
ing the instruction execution context, the instruction recom-
bination platform finishes operation this time; the CPU con-
tinues to perform the last instruction (which is a control
transfer instruction) of the previous machine instruction seg-
ment, which destination address has been modified to A" as
discussed above; the CPU performs the new machine instruc-
tion segment with the entry address of A". When the instruc-
tion segment with entry address of A" is performed to the
penultimate instruction (which is the second control transfer
instruction JP2), the instruction recombination platform gets
the control right to run on the CPU again, and the instruction
recombination platform repeats the process from step S101 to
step S103.

Referring to FIG. 3, the instruction recombination process
and the generation of a recombined instruction segment will
be discussed in detail. A machine instruction set 401 that is to
be scheduled is shown in FIG. 3, wherein the first control
transfer instruction is a first control transfer instruction 4012;
before instructions prior to the instruction 4012 are executed,
destination address of the instruction 4012 is unknown if it is
an variable, therefore, it assumes that the first control transfer
instruction 4012 points to a machine instruction 4013;
machine instructions including the first control transfer
instruction 4012 and instructions prior to the instruction 4012
constitute a machine instruction segment 4011.

Still referring to FIG. 3, when an instruction recombination
platform 411 runs, first the instruction execution context is
stored; then the machine instruction segment 4011 is
acquired; the instruction recombination platform inserts a
second control transfer instruction 4113 before the first con-
trol transfer instruction 4012, the second control transfer
instruction 4113 pointing to the instruction recombination
platform 411 itself, which generates a recombined instruction
segment 4111 having an address of A"; then the value A of the
address register in the stored instruction execution context is
modified to A"; at last, the instruction execution context is
restored.

After the instruction recombination platform 411 finishes
running, CPU continues to execute the last control transfer
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instruction of the previous recombined instruction segment,
which has an address register’s value of A". After the recom-
bined instruction segment with an address of A" starts, when
the second control transfer instruction 4113 is running, the
instruction recombination platform 411 acquires the control
right of the CPU again, and then continues to analyze the
machine instructions to be scheduled, thus the method of
runtime instruction recombination is finished.

Further, machine instructions of an executed program have
high repeatability; to improve instruction recombination effi-
ciency and save computing resource (e.g., CPU) of the com-
puting device, according to a second embodiment of the
present disclosure, there is provided a runtime instruction
recombination method as shown in FIG. 4. The runtime
instruction recombination method includes:

S201, storing the instruction execution context;

8202, searching an address corresponding table with the
value A of the address register in the stored instruction execu-
tion context; the address corresponding table is used to show
if the machine instruction segment corresponding to the
address A which is to be recombined has a stored recombined
instruction segment with an address of A';

8203, if a record is found, modifying value A ofthe address
register to value A' in the record, and restoring the instruction
execution context; the method is finished this time;

S204, ifno record is found, acquiring a machine instruction
segment to be scheduled; inserting a second control transfer
instruction before the last instruction of the acquired machine
instruction segment, the second control transfer instruction
pointing to the entry address of the instruction recombination
platform, which generates a recombined instruction segment
with an address of A"; and moditying the value A of address
register in the stored instruction execution context to address
A";

S205, restoring the instruction execution context.

Also, the step S204 may further include: creating a record
in the address corresponding table using the address A" and
address A. And the recombined instruction segment with
address A" is stored in the instruction recombination platform
for reuse.

By using the address corresponding table, the method
saves the computing resources and improves efficiency of
runtime instruction recombination.

In the above embodiments, machine instructions, i.e.
binary machine codes, are directly manipulated or handled; in
other embodiments of the present disclosure, since there may
be further operations like instruction modifications, the
machine instruction segment to be scheduled can be firstly
disassembled into assembly code segment for later use, and
the assembly code segment is to be assembled into binary
machine code before restoring the instruction execution con-
text.

According to a third embodiment of the present disclosure,
there is provided a runtime instruction recombination
method, including:

S301, storing a current instruction execution context;

S302, searching an address corresponding table with a
value A of an address register in the stored instruction execu-
tion context;

S303, if a corresponding record is found, modifying the
value A of the address register to a value A' in the record, and
restoring the instruction execution context;

S304, if no record is found, a generating method of a
recombined instruction is shown in FIG. 5, including:

S3041, acquiring a machine instruction segment to be
scheduled;
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S3042, disassembling the machine instruction segment
into an assembly instruction segment;

S3043, analyzing the assembly instruction segment by
using an instruction set to identify the assembly instruction
segment, so as to acquire a target assembly instruction to be
processed;

S3044, inserting a second control transfer instruction JP2
before the last instruction of the assembly instruction seg-
ment, the second control transfer instruction JP2 pointing to
an entry address of the instruction recombination platform,
which generates a recombined instruction segment with an
address of A";

S3045, assembling the modified assembly instruction seg-
ment to get a recombined machine instruction segment;

S3046, creating a record in the address corresponding table
with the address A" and address A;

S3047, modifying the value A of address register in the
stored instruction execution context to the address A",

S305, restoring the instruction execution context.

Step S3042 and S3045 are corresponding disassembling
and assembling steps. It’s easy to perform further analyzing
and modifying steps after the machine instruction segment is
disassembled into assembly instruction segment. Other steps
are similar with those in the above embodiment, which will
not be discussed again.

The above runtime instruction recombination method pro-
vides basis for further applications. The following embodi-
ments provide various runtime instruction recombination
methods which perform different processing on machine
instructions including store/read instruction, I/O instruction
and network transmission instruction.

For a store/read instruction, according to a fourth embodi-
ment of the present disclosure, there is provided a runtime
instruction recombination method, including:

S401, storing a current instruction execution context;

S402, searching an address corresponding table with a
value A of an address register in the stored instruction execu-
tion context;

S403, if a corresponding record is found, modifying the
value A of the address register to a value A' in the record, and
restoring the instruction execution context;

S404, if no record is found, a generating method of a
recombined instruction includes:

S4041, acquiring a machine instruction segment to be
scheduled;

S4042, disassembling the machine instruction segment
into an assembly instruction segment;

S4043, analyzing the assembly instruction segment by
using an instruction set to identify the assembly instruction
segment, so as to acquire a target assembly instruction to be
processed; the target assembly instruction being a store/read
instruction;

S4044, if the assembly instruction segment includes a
store/read instruction, modifying a store or read address of the
store/read instruction to corresponding addresses on a secu-
rity device;

S4045, inserting a second control transfer instruction JP2
before the last instruction of the assembly instruction seg-
ment, the second control transfer instruction JP2 pointing to
an entry address of the instruction recombination platform,
which generates a recombined instruction segment with an
address of A";

S4046, assembling the modified assembly instruction seg-
ment to get a recombined machine instruction segment;

S4047, creating a record in the address corresponding table
with the address A" and address A;
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S4048, modifying the value A ofthe address register in the
stored instruction execution context to the address A",

S405, restoring the instruction execution context.

In this embodiment, the target instruction is processed after
the disassembling step; in other embodiments, target instruc-
tions may be processed directly by omitting the assembling
and disassembling steps.

In step S4044, for store and read instructions, the target or
source address in the store or read instruction is modified to
achieve data dump, which is to save data onto a security
device for data security. More details will be discussed in the
following embodiments of the present disclosure.

For an I/O instruction, according to a fifth embodiment of
the present disclosure, there is provided a runtime instruction
recombination method, including:

S501, storing a current instruction execution context;

S502, searching an address corresponding table with a
value A of an address register in the stored instruction execu-
tion context;

8503, ifa corresponding record is found, modifying a value
A of the address register to a value A' in the record, and
restoring the instruction execution context;

S504, if no record is found, a generating method of a
recombined instruction includes:

S5041, acquiring a machine instruction segment to be
scheduled;

S5042, disassembling the machine instruction segment
into an assembly instruction segment;

S5043, analyzing the assembly instruction segment by
using an instruction set to identify the assembly instruction
segment, so as to acquire a target assembly instruction to be
processed; the target assembly instruction being a /O instruc-
tion;

S5044, if the assembly instruction segment includes an /O
instruction, blocking all input instructions in the /O instruc-
tion;

S5045, inserting a second control transfer instruction JP2
before the last instruction of the assembly instruction seg-
ment, the second control transfer instruction JP2 pointing to
an entry address of the instruction recombination platform,
which generates a recombined instruction segment with an
address of A";

S5046, assembling the modified assembly instruction seg-
ment to get a recombined machine instruction segment;

S5047, creating a record in the address corresponding table
with the address A" and address A;

S5048, modifying the value A ofthe address register in the
stored instruction execution context to the address A"; 5505,
restoring the instruction execution context.

In this embodiment, the target instruction is processed after
the disassembling step; in other embodiments, target instruc-
tions may be processed directly by omitting the assembling
and disassembling steps.

In the step S5044, all input instructions in the /O instruc-
tion are blocked, to prevent a local hardware from writing
operation; together with the process of store instruction in the
last embodiment, all input instructions except store instruc-
tion can be blocked, which can improve the data security in
computing device.

For anetwork transmission instruction, according to a sixth
embodiment of the present disclosure, there is provided a
runtime instruction recombination method including:

S601, storing a current instruction execution context;

S602, searching an address corresponding table with a
value A of an address register in the stored instruction execu-
tion context;
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S603, if a corresponding record is found, modifying the
value A of the address register to a value A' in the record, and
restoring the instruction execution context;

S604, if no record is found, a generating method of a
recombined instruction includes:

S6041, acquiring a machine instruction segment to be
scheduled;

S6042, disassembling the machine instruction segment
into an assembly instruction segment;

S6043, analyzing the assembly instruction segment by
using an instruction set to identify the assembly instruction
segment, so as to acquire a target assembly instruction to be
processed; the target assembly instruction being a network
transmission instruction;

S6044, if the assembly instruction segment includes a net-
work transmission instruction, determining if a destination
address of the network transmission instruction which corre-
sponds to a remote computing device is a permitted address;
and if the destination address is not a permitted address,
blocking the network transmission instruction;

S6045, inserting a second control transfer instruction JP2
before the last instruction of the assembly instruction seg-
ment, the second control transfer instruction JP2 pointing to
an entry address of the instruction recombination platform,
which generates a recombined instruction segment with an
address of A";

S6046, assembling the modified assembly instruction seg-
ment to get a recombined machine instruction segment;

S6047, creating a record in the address corresponding table
with the address A" and address A;

S6048, modifying the value A of the address register in the
stored instruction execution context to the address A",

S605, restoring the instruction execution context.

In this embodiment, the target instruction is processed after
the disassembling step; in other embodiments, target instruc-
tions may be processed directly by omitting the assembling
and disassembling steps.

In step S6044, a network transmission instruction is pro-
cessed to check if its destination address which corresponds
to a remote computing device is a permitted address; if not,
the network transmission instruction is blocked to realize
secure data transmission.

The address corresponding table in the above embodi-
ments are created and maintained by the instruction recom-
bination platform, which may have a fixed-length array struc-
ture, a variable-length linked list structure, or other proper
data structures for saving data pairs. Optionally, the length is
adjustable and the space of the data structure can be released.
The operation of releasing the space occupied by the address
corresponding table may be performed periodically or in a
random manner. In some embodiments, the address corre-
sponding table further includes a data field saving the time for
creating a record, which is used by the releasing operation to
remove records according to the existence time. In some
embodiments, the address corresponding table further
includes a data field which is used as a usage counter; in the
step of searching the address corresponding table, if a record
is found, this field is updated or modified; and it is also used
by the releasing operation to delete records according to the
usage counter.

Further, in order to perform runtime instruction monitoring
since the system startup and to achieve a full monitoring of the
runtime instructions during operation stage of a computing
device, according to another embodiment of the present dis-
closure, the load instruction which is used at the system
startup is modified, and the instruction recombination plat-
form provided in the present disclosure is called to perform
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the runtime instruction recombination method before the
execution of the load instruction; since the jump address of
the load instruction is a fixed known address, the instruction
recombination platform may create the address correspond-
ing table with a first record and create a first recombined
instruction segment in advance.

Further, according to the present disclosure, there is also
provided a computer readable medium storing a computer
program for causing a computer to execute instructions
according to runtime instruction recombination methods pro-
vided by the above embodiments.

According to another aspect and corresponding to the
above runtime instruction recombination methods, there is
provided a runtime instruction recombination device in a
seventh embodiment of the present disclosure.

As illustrated in FIG. 6, the instruction recombination
device 500 includes:

an instruction execution context store and restore unit 501,
being adapted to store and restore an instruction execution
context;

an instruction acquiring unit 502, being adapted to acquire
a machine instruction segment to be scheduled, after the
instruction execution context store and restore unit 501 stores
the instruction execution context;

an instruction recombination unit 503, being adapted to
analyze and modify the machine instruction segment to be
scheduled and to generate a recombined instruction segment
with address A"; and

an instruction replacing unit 504, being adapted to modify
avalue of the address register in the stored instruction execu-
tion context to an address of the recombined instruction seg-
ment.

The instruction execution context store and restore unit 501
is coupled to the instruction acquiring unit 502 and the
instruction replacing unit 504; the instruction acquiring unit
502, instruction recombination unit 503 and instruction
replacing unit 504 are coupled in turn, which means that the
instruction acquiring unit 502 is coupled to the instruction
recombination unit 503 and the instruction recombination
unit 503 is coupled to the instruction replacing unit 504.

The instruction recombination device 500 performs the
runtime instruction recombination method in the following
way:

first, the instruction execution context store and restore unit
501 stores the instruction execution context, which is to push
instruction-execution-related register data onto a stack (e.g. a
stack in memory);

then, the instruction acquiring unit 502 reads the address of
the machine instruction to be scheduled from a CPU address
register, and reads a machine instruction segment according
to the address, the last instruction of the machine instruction
segment being a control transfer instruction. Specifically, the
instruction acquiring unit 502 reads an address of the machine
instruction to be scheduled from a CPU address register 511,
searches the machine instructions corresponding to the
address using control transfer instruction as the search target
until a first control transfer instruction (e.g. the control trans-
fer instruction includes JMP instruction and CALL instruc-
tion) is found, defines the first control transfer instruction and
all machine instructions before it as a machine instruction
segment to be scheduled, and stores the machine instruction
segment in the instruction recombination device 500 or other
storage locations which the instruction recombination device
500 can access;

then, the instruction recombination unit 503 inserts a sec-
ond control transfer instruction before the last instruction of
the acquired machine instruction segment, the second control
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transfer instruction pointing to an entry address of the instruc-
tion recombination device, which generates a recombined
instruction segment with address A";

then, the instruction replacing unit 504 modifies the value
A of the address register in the stored instruction execution
context to the address A"; and

finally, the instruction execution context store and restore
unit 501 restores the instruction execution context, which is to
pop instruction-execution-related register data from the
stack.

Further, according to an eighth embodiment of the present
disclosure, there is provided a runtime instruction recombi-
nation device, which utilizes repeatability of instructions in
execution to improve the recombination efficiency and save
computing resource of the computing device.

As shown in FIG. 7, the instruction recombination device
600 includes:

an instruction execution context store and restore unit 601,
being adapted to store and restore instruction execution con-
text;

an instruction acquiring unit 602, being adapted to acquire
the machine instruction segment to be scheduled after the
instruction execution context store and restore unit 601 stores
the instruction execution context;

an instruction recombination unit 603, being adapted to
analyze and modify the machine instruction segment to be
scheduled, to generate a recombined instruction segment an
address A";

an instruction replacing unit 604, being adapted to modify
a value of an address register in the stored instruction execu-
tion context to the address of the recombined instruction
segment; and

an instruction searching unit 605, being adapted to search
an address corresponding table using value A of the address
register in the stored instruction execution context as a search-
ing target; the address corresponding table being used to show
if the machine instruction segment corresponding to the
address A, which is to be recombined, has a stored recom-
bined instruction segment with an address of A'; if a corre-
sponding record is found, the instruction searching unit being
adapted to call the instruction replacing unit to modify the
value A of the address register to the value A' in the record; if
no record is found, the instruction searching unit being further
adapted to establish a record in an address corresponding
table with the address A and address A" of a recombined
result.

The instruction execution context store and restore unit 601
is coupled to the instruction searching unit 605 and instruc-
tion replacing unit 604; the instruction searching unit 605 is
coupled to the instruction acquiring unit 602, the instruction
recombination unit 603 and the instruction replacing unit
604; and the instruction acquiring unit 602, instruction
recombination unit 603 and the instruction replacing unit 604
are coupled in turn.

The instruction recombination device 600 performs the
runtime instruction recombination method in the following
way:

first, the instruction execution context store and restore unit
601 stores the instruction execution context, which is to push
instruction-execution-related register data onto a stack;

then, the instruction searching unit 605 searches an address
corresponding table using the value A of the address register
in the stored instruction execution context as the searching
target;

where if a corresponding record is found, the instruction
searching unit 605 calls the instruction replacing unit 604, the
instruction replacing unit 604 modifies the value A of the
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address register to the value A' in the record; and the instruc-
tion replacing unit 604 calls the instruction execution context
store and restore unit 602 to restore the instruction execution
context, i.e. to pop instruction-execution-related register data
from the stack, and recombination process is finished; and

if no corresponding record is found, the instruction search-
ing unit 602 reads the address of the machine instruction to be
scheduled from the CPU address register, and reads a
machine instruction segment according to the address, the last
instruction of the machine instruction segment being a con-
trol transfer instruction. In specific, the instruction acquiring
unit 602 reads an address of the machine instruction to be
scheduled from the CPU address register 611, searches the
machine instructions corresponding to the address using con-
trol transfer instruction as the search target until a first control
transfer instruction (e.g. the control transfer instruction
includes JMP instruction and CALL instruction) is found,
defines the first control transfer instruction and all machine
instructions before it as a machine instruction segment to be
scheduled, and stores the machine instruction segment in the
instruction recombination device 600 or other storage loca-
tions which the instruction recombination device 600 can
access;

then, the instruction recombination unit 603 inserts a sec-
ond control transfer instruction before the last instruction of
the acquired machine instruction segment, the second control
transfer instruction pointing to an entry address of the instruc-
tion recombination device, which generates a recombined
instruction segment with address A";

then, the instruction recombination unit 603 sends the
address A" to instruction searching unit 605, and the instruc-
tion searching unit 605 creates a record in the address corre-
sponding table with address A" and address A, which is for
reuse in the future;

then, the instruction replacing unit 604 modifies the value
A of the address register in the stored instruction execution
context to the address A",

finally, the instruction execution context store and restore
unit 601 restores the instruction execution context, which is to
pop the instruction-execution-related register data from the
stack.

In this embodiment, the instruction recombination unit 603
further includes:

an instruction analysis unit 6031, being adapted to use an
instruction set to identify the machine instruction segment in
order to acquire a target machine instruction that is to be
processed; the instruction set including X86, MIPS and ARM
instruction set; and

an instruction modification unit 6032, being adapted to
modify or change the target machine instruction in a preset
way.

If the target instruction is a store/read or save/read instruc-
tion, the instruction analysis unit 6031 is used to acquire the
store/read instruction from the machine instruction segment
to be scheduled, and the instruction modification unit 6032 is
used to modify the store or read address in the store/read
instruction to corresponding addresses on a security device.
The effect is the same as the above corresponding embodi-
ments of methods.

If'the target instruction is an I/O instruction, the instruction
analysis unit 6031 is used to acquire the I/O instruction from
the machine instruction segment to be scheduled, and the
instruction modification unit 6032 is used to block all input
instructions of the I/O instruction. The effect is the same as
the above corresponding embodiments of methods.

If the target instruction is a network transmission instruc-
tion, the instruction analysis unit 6031 is used to acquire the
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network transmission instruction from the machine instruc-
tion segment to be scheduled, and the instruction modifica-
tion unit 6032 is used to check if a destination address of the
network transmission instruction which corresponds to a
remote computing device is a permitted address. If the desti-
nation address is not a permitted address, the instruction
modification unit is also used to block the network transmis-
sion instruction. The effect is the same as the above corre-
sponding embodiments of methods.

According to a ninth embodiment of the present disclosure,
as shown in FIG. 8, the instruction recombination unit 703
further includes a disassembling unit 7031 and an assembling
unit 7034. The disassembling unit 7031, an instruction analy-
sis unit 7032, an instruction modification unit 7033 and the
assembling unit 7034 are coupled or connected in turn. Other
units in this embodiment are the same as those in the eighth
embodiment of the present disclosure.

The disassembling unit 7031 is adapted to disassemble the
machine instruction segment to be scheduled before analyz-
ing and modifying the instruction segment, which generates
an assembly instruction segment to be scheduled; and is
adapted to send the assembly instruction segment to the
instruction analysis unit 7032.

The assembling unit 7034 is adapted to assemble the
recombined assembly instruction segment after analyzing
and moditying the instruction segment, which generates a
recombined machine instruction segment; and is adapted to
send the recombined instruction segment in machine code to
the instruction replacing unit.

In this embodiment, the instruction analysis unit 7032 and
instruction modification unit 7033 is to handle the assembly
instruction segment to be scheduled in the same way as
described in previous embodiments.

In the above embodiments, the runtime instruction recom-
bination method and device provided in embodiments of the
present disclosure are described in detail; compared with the
prior art, there are advantageous including:

(1) runtime instructions in a computing device are moni-
tored by the instruction recombination method;

(2) instruction recombination efficiency is improved and
computing resource can be saved by the address correspond-
ing table;

(3) for store and read instructions, data dump is achieved by
modifying the destination and source address in store and
read instructions, which save data onto a security device to
guarantee data security;

(4) for I/O instructions, all input instructions of the /O
instruction can be blocked, which prevents the local hardware
from write operation; and all input instructions except store
instruction can be blocked, which can improve the data secu-
rity in a computing device;

(5) for network transmission instructions, data security
transmission is achieved by determining if a destination
address of the network transmission instruction which corre-
sponds to a remote computing device is a permitted address
and by blocking the network transmission instruction if the
destination address is not.

For target instruction that is a store/read instruction, there
will be more embodiments below; and in these embodiment,
there are provided a data security storage and read method as
well as a data security storage and read device.

As described in the background, when a computer terminal
system described in the technical background is invaded by
malicious codes, the malicious codes can obtain data from the
computer system. After obtaining data, the behavior model of
the malicious codes includes: (1) storing behavior: to store the
target data in a certain storage location; (2) transmitting



US 9,275,238 B2

15

behavior: to transmit the stolen data directly to a designated
destination address through internet. In addition, the behavior
model of divulging secrets by the personnel who use comput-
ing device or information device includes: (1) actively divulg-
ing secret: secret-related personnel directly acquires confi-
dential information by active copy, malicious tools which
penetrate security system, or Trojan horses; and (2) passively
divulging secret: computing devices or storage medium used
by secret-related personnel are lost or misused such as
directly connecting a secret-related device to the Internet
which divulges secrets.

To solve the above problems, embodiments of the present
disclosure will be described in detail with reference to accom-
panying drawings hereinafter. FIG. 9 is a schematic diagram
of'a hierarchical structure of a computer terminal system in a
tenth embodiment of the present disclosure. A computer ter-
minal system 200 includes a user interface layer 201, an
application layer 202, an operating system kernel layer 203, a
hardware mapping layer 204, a security layer 205, and a
hardware layer 206; the computer terminal system 200 is
connected to a storage device 100 (i.e. a security device). The
hardware layer 206 includes a CPU 2061, a hard disk 2062
(i.e. a local storage device) and a network card 2063. In this
embodiment, the storage device 100 is a remote disk array,
which exchanges data with the computer terminal system 200
by connecting with the network card 2063 of the hardware
layer 206. In other embodiments of the present disclosure, the
storage device 100 may also be other types of storage equip-
ment.

Referring to the above hierarchical structure and referring
to FIG. 10, the data dump process provided by this embodi-
ment includes:

S1000, initialization;

S2000, data write process or data writing process; and

S3000, data read process or data reading process.

In other embodiments, the initialization, data write and
data read process can be selectively carried out as required.

Further, referring to FIG. 11, the initialization process
S1000 includes:

S1010, establishing a communication between the com-
puter terminal system 200 and the storage device 100 (i.e.
security device); and

S1020, synchronizing a bitmap from the storage device
100 to the current computer terminal system 200, and storing
the bitmap in the memory of the computer terminal system
200; the bitmap being used to represent whether or not data of
local storage address is stored or dumped onto the security
device.

To distinguish the bitmap of the computer terminal system
200 from that in the storage device 100, hereinafter, the bit-
map of the computer terminal system 200 is, unless otherwise
specified, referred to as a first bitmap or bitmap, and the
bitmap in the storage device 100 is referred to as a second
bitmap.

If' synchronizing the second bitmap from the storage device
100 to the current computer terminal system 200 fails, it
means that the storage device 100 and the computer terminal
system 200 is connected for the first time, or that there was no
storage operation in the computer terminal system 200 during
previous connections. The initialization process S1000 fur-
ther includes:

S1030, creating a bitmap on the storage device 100 and on
the computer terminal system 200 respectively.

Specifically, first, the local storage space of the computer
terminal system is mapped to the storage device 100, where
the mapping relation is one-to-one mapping with sector (or
other basic unit of storage) as the mapping unit, and a bitmap
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is created. In other embodiments of the present disclosure,
other basic unit of storage can be used as the unit to establish
the bitmap from the local storage space to the storage device
100.

FIG. 12 is a schematic diagram of the bitmap in this
embodiment, which includes a storage medium 3000 on a
local storage device (i.e. a hard disk 2062), and a storage
medium 4000 on the storage device 100 which is connected to
the local storage device through network. For the storage
medium 3000, a storage space 4010 having the same size is
established on the storage medium 4000, which is used as the
one-to-one mapping space. At this time, there is only one
bitmap 4020 in the storage space 4010. The bitmap 4020 is a
bit map, in which one bit represents one sector and the data (0
or 1) of the bit represents whether or not the corresponding
sector of the storage medium 3000 is stored onto the storage
space 4010 of the storage medium 4000. In this embodiment,
sectors with data stored or dumped onto the storage space
4010 of the storage medium 4000 are marked with 1, and
other sectors (non-dumped sectors) are marked with 0. After
the bitmap 4020 is created, it is synchronized to the computer
terminal system 200. When an application or the operating
system is to save a data, e.g. a file, the file system of the
operating system allocates a certain amount of storage space
on the storage medium 3000 of the local storage device, e.g.
sector 3040 and sector 3050, assigns the storage space to the
file, and updates the local file allocation table. When the file is
data dumped, bit data of the bitmap corresponding to the
sector 3040 and sector 3050 are changed to 1, while sector
4040 and sector 4050 are allocated on corresponding posi-
tions on the storage medium 4000 to save the file.

After the initialization process is finished in this embodi-
ment, the computer terminal system 200 and the storage
device 100 store two bitmaps with the same data.

Further, the data write process S2000 includes:

S2010, the application layer 202 makes an operation
request of writing file through the file system of the operating
system kernel layer 203, or the operating system kernel layer
203 makes an operation request of writing file directly; or the
application layer 202 makes an operation request of writing
data to the hardware mapping layer 204 directly, or the oper-
ating system kernel layer 203 makes an operation request of
writing data to the hardware mapping layer 204 directly;

S2020, the operating system kernel layer 203 translates the
operation request of writing file to hardware port instructions
(i.e. hardware instruction), and sends the hardware port
instructions to the hardware mapping layer 204, the hardware
port instructions containing the storage position (i.e. sector)
to be written on; if the operation request of writing data is
made directly to the hardware mapping layer 204, the request
is already a hardware port instruction; and

S2030, the security layer 205 modifies the writing position
(i.e. sector) in the port instruction to the storage address on the
storage device 100, updates the first bitmap by changing the
bit data corresponding to the sector to 1 which represents this
sector is data dumped; and the security layer 205 then sends
the modified port instruction to the hardware layer 206.

After the above processes, the write process S2000 further
includes:

S2040, the first bitmap is synchronized to the storage
device 100 and saved as a second bitmap, which guarantees
that the first bitmap on the computer terminal system 200 and
the second bitmap on the storage device are the same. In other
embodiments of the present disclosure, this synchronization
operation can be carried out at last, e.g. before the computer
terminal system 200 is power off.
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After write process is carried out, the computer terminal
system 200 doesn’t store the writing data, since the writing
data has been dumped or stored on the storage device 100.

Further, the data read process S3000 includes:

S3010, the second bitmap on the storage device 100 is
synchronized to the computer terminal system 200 and saved
as the first bitmap;

S3020, the application layer 202 makes an operation
request of reading file through the file system of the operating
system kernel layer 203, or the operating system kernel layer
203 makes an operation request of reading file directly; or the
application layer 202 makes an operation request of reading
data to the hardware mapping layer 204 directly, or the oper-
ating system kernel layer 203 makes an operation request of
reading data to the hardware mapping layer 204 directly; and

S3030, the security layer 205 receives a data read instruc-
tion from the hardware mapping layer 204, and acquires a
read address (or source address) of the data read instruction;
if this address is not an address of the storage device 100, the
security layer searches the first bitmap, and if the bit data in
the first bitmap corresponding to the read address represents
that the data of the read address is dumped, the security layer
205 modifies the read address of the port instruction to the
corresponding read address of the storage device 100; and the
security layer 205 sends the modified port instruction to the
hardware layer 206.

In step S3010, synchronizing the second bitmap from the
storage device 100 to the computer terminal system 200 is to
keep the consistency between the local data and the data on
the security device after the reboot of the computer terminal
system 200.

The above read process does not affect the current opera-
tion mode of users, and realizes data read operation of the
dumped data on the security device (i.e. the storage device
100).

Further, based on the above data write process and refer-
ring to FIG. 13, a data security storage method provided in the
embodiment includes:

S4010, receiving a hardware instruction;

S4020, analyzing the hardware instruction;

S4030, determining if the hardware instruction is a store
instruction;

S4040, if the hardware instruction is a store instruction,
modifying a destination address in the store instruction to the
corresponding storage address on the storage device 100 (i.e.
security device); and

S4050, sending the modified store instruction to a hard-
ware layer.

Specifically, in this embodiment, the operating system run-
ning on the computer terminal is Windows operating system,
and in Windows, the hardware mapping layer is hardware
abstract layer (HAL). In other embodiments, the operating
system running on the computer terminal can be Linux,
UNIX orother embedded operating system, and the hardware
mapping layer is a layer corresponding to the HAL of Win-
dows.

In step S4010, the hardware instruction is the hardware
instruction from hardware mapping layer. Receiving hard-
ware instructions from the hardware mapping layer can fully
screen the hardware instructions (i.e. port instructions) sent to
the processor such as CPU, which further improves the data
security. In other embodiments of the present disclosure, the
hardware instruction can also come from units corresponding
to the operating system kernel layer or other computer layers.

In addition, together with the runtime instruction recom-
bination method as discussed above, the procedure of receiv-
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ing a hardware instruction may include: acquiring a hardware
instruction using the runtime instruction recombination
method.

In step S4020, there are various instruction analysis
mechanisms within the security layer 205 to handle different
types of CPU instruction, such as X86 instruction, ARM
instruction, MIPS instruction, etc.

In step S4040, after modifying a destination address in the
store instruction to the corresponding storage address on the
storage device 100, the method can further include: updating
the first bitmap by setting the ‘bit’ of the first bitmap which
corresponds to the destination address (sector) to 1.

Further, in step S4040, the method can further include:
synchronizing the updated bitmap to the security device and
saving it as a second bitmap.

In step S4050, the security layer 205 forwards modified or
unmodified hardware instructions to the hardware layer 206.
In this embodiment, the data-dump operation of the security
layer 205 is completely transparent to upper layers or users,
which does not affect the work flow of current computers or
applications.

The methods provided in this embodiment can not only be
used in a computer terminal system, but also be used in any
computing devices or intelligent terminals that include an
application layer, an operating system kernel layer and a
hardware layer, which achieves instruction level data dump
(i.e. data dump based on hardware store instruction) before
the hardware layer carries out instructions.

According to the above data read process, referring to FIG.
14, a data security reading method provided in the embodi-
ment includes:

S5010, receiving a hardware instruction;

S5020, analyzing the hardware instruction;

S5030, determining if the hardware instruction is a read
instruction;

S5040, if the hardware instruction is a read instruction,
acquiring a source address of the read instruction, and deter-
mining if the source address is an address of the storage
device 100;

S5050, if the source address is not an address of the storage
device 100, searching the first bitmap, and modifying the read
address of the read instruction according to the data of the
bitmap; and

S5060, sending the modified hardware instruction to a
hardware layer.

Before the step S5010, the method can further include:
S5000, synchronizing a second bitmap on the storage device
100 to the computer terminal system 200 and saving it as a
first bitmap. In the step S5010 of this embodiment, the hard-
ware instruction comes from a hardware mapping layer.

In addition, together with the above runtime instruction
recombination method, receiving a hardware instruction may
include: acquiring a hardware instruction using the runtime
instruction recombination method.

In step S5030, if the hardware instruction is not a read
instruction, the security layer 205 directly sends the hardware
instruction to the hardware layer for execution.

In step S5040, if the source address is already an address of
the storage device 100, the security layer 205 does not have to
search the first bitmap and sends the hardware instruction to
the hardware layer for execution.

Further, to save network resource, in some embodiments of
the present disclosure, the storage device 100 can be shared
among a plurality of terminal systems.

Further, based on the above data security storage and data
security reading method, according to the eleventh embodi-
ment of the present disclosure, there is provided a data secu-
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rity transmission method. As shown in FIG. 15, the data
security transmission method includes:

S7010, receiving a hardware instruction form a hardware
mapping layer;

S7020, analyzing the hardware instruction;

87030, determining if the hardware instruction is a net-
work transmission instruction;

S7040, if the hardware instruction is a network transmis-
sion instruction, reading a destination address;

S7050, determining if the destination address is a permitted
address;

S7060, if the destination address is a permitted address,
sending the hardware instruction to a hardware layer; and if
the destination address is not a permitted address, blocking
the hardware instruction and the method is finished this time;

87070, sending, by the hardware layer, the network trans-
mission instruction and data to a terminal system on the
destination address; and

S7080, receiving the data and storing the data with the data
security storage method by the terminal system on the desti-
nation address.

In step S7060, if the destination address is not a permitted
address, i.e. the terminal system on the destination address
does not adopt the data security storage and data security
reading method provided in the present disclosure, it is not
allowed to be a destination address for network transmission
operation.

In step S7050, determining if the destination address is a
permitted address is carried out in the following steps. As
shown in FIG. 16, a security server 820 is connected with
terminal systems 800 and 810 through network; when the data
security transmission method provided in embodiments of
the present disclosure is deployed in the terminal system 800
and 810, the terminal system 800 or 810 makes a registration
to the security server 820 automatically; a permitted address
table is maintained in the security server 820, which records
all registered terminal systems. When the permitted address
table is updated, the security server 820 automatically sends
the new permitted address table to each terminal. The archi-
tecture of the terminal system 800 includes an application
layer 801, an operating system kernel layer 802, a security
layer 803 and a hardware layer 804, in which the security
layer 803 is responsible for maintaining the permitted address
table. The security layer 803 determines if the destination
address is a permitted address by determining if the destina-
tion address is in the permitted address table. That is to say in
step S7050, if a destination address is listed in the permitted
address table, the destination address is a permitted address.

By the above data security transmission method, even if
Trojan horses or malicious tools acquire confidential infor-
mation, they cannot transmit the stolen information.

Although methods provided in the present disclosure are
described within a computer terminal system, any electronic
equipment that can provide file or data editing, saving or
transmitting operation, such as handhelds and intelligent ter-
minals, can be a terminal system to apply data security stor-
age and transmission methods provided in the present disclo-
sure.

In addition, one of ordinary skill in the art can appreciate
that the above data security storage method, data security
reading method and data security transmission method can be
implemented in software or hardware, if in software, the
above method steps can be stored in computer readable
medium as computer codes, which can also become a soft-
ware product.

Corresponding to the above data security storage method,
according to a twelfth embodiment of the present disclosure,
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there is provided a data security storage device. Referring to
FIG. 17, a data security storage device 7100 includes: a
receiving unit 7110, an instruction analysis unit 7120, an
instruction modification unit 7130, and a transmitting unit
7140. The receiving unit 7110 is coupled with the instruction
analysis unit 7120, the instruction analysis unit 7120 is also
coupled with the instruction modification unit 7130 and the
transmitting unit 7140, and the transmitting unit 7140 is also
coupled with the instruction modification unit 7130 and the
hardware layer 7200.

The receiving unit 7110 is adapted to receive a hardware
instruction, and the hardware instruction comes from the
hardware mapping layer in this embodiment; the instruction
analysis unit 7120 is adapted to analyze the hardware instruc-
tion and to determine if the hardware instruction is a store
instruction; if the hardware instruction is a store instruction,
the instruction modification unit 7130 modifies the destina-
tion address of the store instruction to a corresponding stor-
age address on a security device, and sends the modified store
instruction to the transmitting unit 7140; if the hardware
instruction is not a store instruction, the instruction analysis
unit 7120 sends the hardware instruction directly to the trans-
mitting unit 7140; the transmitting unit 7140 is adapted to
send the received instruction to the hardware layer 7200.

Further, the data security storage device canalso include an
updating unit 7150 and a synchronization unit 7160, in which
the updating unit 7150 is coupled with the instruction modi-
fication unit 7130 and the synchronization unit 7160 is
coupled with the updating unit 7150.

The updating unit 7150 is adapted to update the bit that
corresponds to the destination address in the bitmap after the
instruction modification unit 7130 modifies the store instruc-
tion. In this embodiment, the bit data which corresponds to
the sector at the destination address of the store instruction is
set to ‘1 to represent that the sector is data dumped.

The synchronization unit 7160 is adapted to establish the
communication between the computer terminal system and
the security device, and to perform synchronization operation
of the bitmap between the computer terminal system and the
security device. Specifically, when the computer terminal
system starts up, the synchronization unit 7160 establishes
the communication between the computer terminal system
and the security device, and synchronizes a second bitmap of
the security device to the computer terminal system saving as
a first bitmap.

If it fails to synchronize the second bitmap on the security
device to the computer terminal system, it means that this is
the first communication between the computer terminal sys-
tem and the security device, then the synchronization unit
7160 maps the local storage space of the computer terminal
system to the security device and creates a first bitmap and a
second bitmap. In this embodiment, the second bitmap on the
security device is built firstly and is then synchronized to the
computer terminal system saving as the first bitmap.

When the updating unit 7150 updates the bit that corre-
sponds to the destination address in the first bitmap, the
synchronization unit 7160 sends the updated first bitmap to
the security device, which is then saved as a second bitmap.

In this embodiment, the security device is a remote storage
device, and may be shared among multiple computer terminal
systems. The hardware instruction is a hardware port 1/0O
instruction.

Further, corresponding to the data security reading method
as discussed above, according to a thirteenth embodiment of
the present disclosure, there is provided a data security read-
ing device. Referring to FIG. 18, a data security reading
device 8100 includes: a receiving unit 8110, an instruction
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analysis unit 8120, an instruction modification unit 8130 and
a transmitting unit 8140. The receiving unit 8110 is coupled
with the instruction analysis unit 8120, the instruction analy-
sis unit 8120 is also coupled with the instruction modification
unit 8130 and the transmitting unit 8140 respectively, and the
instruction modification unit 8130 is also coupled with the
transmitting unit 8140. The transmitting unit 8140 is coupled
with the hardware layer 8200.

The receiving unit 8110 is adapted to receive a hardware
instruction, and the hardware instruction comes from the
hardware mapping layer in this embodiment. The instruction
analysis unit 8120 is adapted to analyze the hardware instruc-
tion and determine if the hardware instruction is a read
instruction, and if the hardware instruction is a read instruc-
tion, the instruction analysis unit 8120 is also adapted to
acquire the source address of the read instruction and deter-
mine if the source address is an address on the security device.
If the hardware instruction is not a read instruction or the
source address is an address on the security device, the
instruction analysis unit 8120 sends the hardware instruction
to the transmitting unit 8140. If the source address is not an
address on the security device, the instruction modification
unit 8130 looks up the bitmap, and modifies the read address
of the read instruction according to the data of the bitmap.
Similar to the above bitmap, the bitmap in this embodiment is
used to represent whether or not data of local storage address
is saved or data dumped onto the security device. Specifically,
the instruction modification unit 8130 searches for the bit that
corresponds to the sector at the source address in the first
bitmap. If the ‘bit’ data shows 1, it means that data dump has
happened; if the ‘bit’ data shows 0, it means that data dump
has not happened. If data dump has happened, the instruction
modification unit 8130 modifies the source address (or read
address) to a corresponding data dump address, and sends the
modified hardware instruction to the transmitting unit 8140.

Further, the data security reading device may also include
a synchronization unit 8150. The synchronization unit 8150,
which is coupled with the instruction modification unit 8130,
is adapted to establish communication between the computer
terminal system and the security device, and to synchronize
bitmaps between the computer terminal system and the secu-
rity device. Specifically, when the computer terminal system
starts up, the synchronization unit 8150 establishes the com-
munication between the computer terminal system and the
security device, and synchronizes a second bitmap of the
security device to the computer terminal system, which is
saved as a first bitmap and to be used by the instruction
modification unit §130.

In this embodiment, the security device is a remote storage
device which may be shared among multiple computer ter-
minal systems. In other embodiments of the present disclo-
sure, the security device may be a local storage device.

One of ordinary skill in the art would appreciate that the
above method used in the security layer may also be used in
various layers from the operating system kernel layer to the
hardware layer. Various modifications can be made to choose
different layer to implement the above method or device
provided by the present disclosure without departing from the
scope of spirit of the disclosure.

Data security storage method and device provided in the
present disclosure are described in detail in the above
embodiments; compared with the conventional art, the
method and device have the following advantages: 1. the data
security storage method achieves an instruction level data
dump which is a full data dump, and achieves data security
storage during the full operation time of a computer terminal
system based on the full data dump; on the one hand, even if
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Trojan horses or malicious tools have acquired confidential
information, they cannot save the stolen data, which guaran-
tees that data are always in security zone or under control, on
the other hand, no confidential information or data is saved
locally, which prevents secret-related personnel from divulg-
ing secrets actively or passively; 2. By receiving hardware
instructions from the hardware mapping layer, it can screen
instructions 100%, which further improves data security.

Data security reading method and device provided in the
present disclosure are described in detail in the above
embodiments; compared with the conventional art, the
method and device has the following advantages: 1. together
with the data security storage method, the data security read-
ing method guarantees that all data are in security zone under
control, and that dumped data can be accessed or read; and
since no confidential information or data is saved locally, it
prevents secret-related personnel from divulging secrets
actively or passively; 2. when the security device is a remote
storage device, it may be shared by multiple terminals, which
improves space utilization of the security device.

In other embodiments of the present disclosure, the above
method used in the security layer may also be implemented in
various layers from the bottom layer of the operating system
to the upper layer of the hardware layer. One of ordinary skill
in the art would appreciate that various modifications can be
made to choose a different layer to implement the above
methods or devices provided in the embodiments of the
present disclosure without departing from the scope of spirit
of the disclosure.

The above are only specific embodiments of the disclosure
which are used to make those skilled in the art better under-
stand the spirit of the disclosure, however, the scope of pro-
tection of the disclosure should not be limited to the specific
descriptions of the specific embodiments, various modifica-
tions can be made to the specific embodiments of the disclo-
sure by those skilled in the art without departing from the
scope of spirit of the disclosure.

What is claimed is:

1. A method for data security reading, comprising:

receiving a hardware instruction;

analyzing, using at least one processor, the hardware

instruction to determine whether the hardware instruc-
tion is a read instruction; and

in response to determining that the hardware instruction is

a read instruction:
acquiring, using the at least one processor, a source
address to which the read instruction is directed;
looking up in a bitmap, using the at least one processor,
the source address to which the read instruction is
directed;
determining, using the at least one processor, whether
data associated with the source address to which the
read instruction is directed is stored on a security
device, where the security device is an external secu-
rity device; and
in response to determining that the data associated with
the source address, to which the read instruction is
directed, is stored on the security device:
modifying, using the at least one processor, the source
address to which the read instruction is directed
according to the bitmap, thus obtaining a modified
read instruction that is directed to the security
device but not directed to a local storage device;
and
sending, to a hardware layer, the modified read
instruction that is directed to the security device
rather but not directed to the local storage device.
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2. The method for data security reading of claim 1, wherein
the hardware instruction comes from a hardware mapping
layer.

3. The method for data security reading of claim 1, further
comprising:

determining, using the at least one processor, whether the

source address to which the read instruction is directed,
is a source address of the security device; and

in response to determining that the hardware instruction is

not a read instruction or in response to determining that
the source address, to which the read instruction is
directed, is the source address of the security device,
sending the received hardware instruction to the hard-
ware layer directly.

4. The method for data security reading of claim 1, further
comprising:

before receiving a hardware instruction:

establishing, using the at least one processor, communi-
cation between a computer terminal system and the
security device;

synchronizing, using the at least one processor, a second

bitmap on the security device to the computer terminal
system and saving it as a bitmap.

5. The method for data security reading of claim 1, wherein
the security device is a remote storage device, which is shared
by a plurality of computer terminal systems.

6. A device for data security reading, comprising:

at least one processor configured to:

receive a hardware instruction;

analyze the hardware instruction to determine whether the

hardware instruction is a read instruction; and

in response to determining that the hardware instruction is

a read instruction:
acquire a source address to which the read instruction is
directed;
look up in a bitmap the source address to which the read
instruction is directed;
determine whether data associated with the source
address to which the read instruction is directed is
stored on a security device, where the security device
is an external security device; and
in response to determining that the data associated with
the source address to which the read instruction is
directed, is stored on the security device:
modify the source address to which the read instruc-
tion is directed according to the bitmap, thus
obtaining a modified read instruction that is
directed to the security device but not directed to a
local storage device; and
send, to a hardware layer, the modified read instruc-
tion that is directed to the security device but not
directed to the local storage device.

7. The device for data security reading of claim 6, wherein
the hardware instruction comes from a hardware mapping
layer.

8. The device for data security reading of claim 6, wherein
the at least one processor is further configured to:

establish communication between a computer terminal

system and the security device; and

synchronize a bitmap between the computer terminal sys-

tem and the security device.

9. The device for data security reading of claim 6, wherein
the security device is a remote storage device, which is shared
by a plurality of computer terminal systems.

10. At least one non-transitory computer readable storage
medium having instructions that, when executed by at least
one processor, perform a method comprising:
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receiving a hardware instruction;

analyzing the hardware instruction to determine whether

the hardware instruction is a read instruction; and

in response to determining that the hardware instruction is

a read instruction:
acquiring a source address to which the read instruction
is directed;
looking up in a bitmap the source address to which the
read instruction is directed;
determining whether data associated with the source
address, to which the read instruction is directed, is
stored on a security device, where the security device
is an external security device; and
in response to determining that the data associated with
the source address, to which the read instruction is
directed is stored on the security device:
modifying the source address to which the read
instruction is directed according to the bitmap, thus
obtaining a modified read instruction that is
directed to the security device but not directed to a
local storage device; and
sending, to a hardware layer, the modified read
instruction that is directed to the security device but
not directed to the local storage device.

11. The method for data security reading of claim 1,
wherein moditying the source address to which the read
instruction is directed comprises modifying the source
address to which the read instruction is directed to a corre-
sponding source address on the security device.

12. The device for data security reading of claim 6, wherein
the at least one processor is configured to:

modify the source address to which the read instruction is

directed at least by modifying the source address to
which the read instruction is directed to a corresponding
source address on the security device.

13. The at least one computer readable storage medium of
claim 10, wherein modifying the source address to which the
read instruction is directed comprises modifying the source
address to which the read instruction is directed to a corre-
sponding source address on the security device.

14. The at least one computer readable storage medium of
claim 10, wherein the hardware instruction comes from a
hardware mapping layer.

15. The at least one computer readable storage medium of
claim 10, the method further comprising:

determining whether the source address, to which the read

instruction is directed, is a source address of the security
device; and

in response to determining that the hardware instruction is

not a read instruction or in response to determining that
the source address to which the read instruction is
directed is the source address of the security device,
sending the received hardware instruction to the hard-
ware layer directly.

16. The at least one computer readable storage medium of
claim 10, the method further comprising:

before receiving a hardware instruction:

establishing communication between a computer terminal

system and the security device; and

synchronizing a second bitmap on the security device to the

computer terminal system and saving it as a bitmap.

17. The at least one computer readable storage medium of
claim 10, wherein the security device is a remote storage
device, which is shared by a plurality of computer terminal
systems.



